Privacy Policy
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MyAbroadMDs, LLC (“MyAbroadMDs,” “we,” “us,” or “our”) respects your privacy and is
committed to transparency regarding how we collect, use, and protect information.

This Privacy Policy applies to your use of our website, mobile application, and related services
(collectively, the “Services”).

By using the Services, you agree to this Privacy Policy.

1. Scope of This Policy

This Privacy Policy explains:

What information we collect

How we use it

When we share it

How we safeguard it

Your rights regarding your information

MyAbroadMDs is a healthcare preparedness and informational resource platform. We are not a
healthcare provider, insurer, telehealth provider, or medical records custodian. We are not a
HIPAA-covered entity.

Cookies and Tracking Technologies



We use cookies and similar technologies to improve functionality, analyze usage, and enhance
user experience. You may adjust your browser settings to refuse cookies or alert you when
cookies are being used. Disabling cookies may affect certain features of the Services.

2. Information We Collect

We collect limited categories of information necessary to operate the platform.

A. Account Information

When you register or purchase a membership, we collect:

Name

Email address

Phone number

Mailing address

Travel destination(s)

Travel dates

Membership type

General inquiry details (such as questions submitted through chat, support requests, or
partnership inquiries)

We do not require detailed medical records for any membership.

If you request a specialist introduction, you may voluntarily provide a description of your
medical needs for the limited purpose of facilitating an introductory communication with a
provider. We do not independently verify medical information provided by users.

B. Usage Information



We may collect:

Log data

Pages viewed

App features used

Search or directory requests

General location information (country-level, if enabled)

C. Device Information

We may collect:

IP address
Device type
Operating system
Browser type
App version

D. Payment Information

Payments are processed through third-party payment processors (such as Stripe, Apple Pay, or
Google Pay).

We do not store or have access to full credit card numbers or financial account information. We
receive transaction confirmation details such as:

Name

Email address
Billing address
Transaction amount
Transaction status

Financial information is handled directly by the payment processor.



E. PIMS (Personal Information Management System)

The Personal Information Management System (“PIMS”) is a self-managed organizational tool.

e Personal health data entered into PIMS remains on the user’s device.
e MyAbroadMDs does not access, store, or retrieve PIMS content.
e We do not maintain a centralized medical records database.

Users are responsible for securing their own devices.

3. How We Use Information

We use collected information to:

Provide destination-specific healthcare directories and travel-health resources
Deliver and administer membership services

Facilitate introductory communications with Providers when requested
Respond to customer support inquiries and service requests

Process payments and manage transactions

Send transactional communications (e.g., confirmations, service updates, membership
notices)

Improve, analyze, and optimize platform functionality and user experience
Monitor and maintain platform security and prevent fraud or misuse

Enforce our Terms of Service

Comply with legal, regulatory, or contractual obligations

We may use aggregated or de-identified information for analytics, operational improvement, and
business planning.

We do not sell personal information.

We do not use personal data for third-party advertising sales.



4. Specialist Introduction Communications

If you request assistance identifying a specialist:
You may voluntarily provide a written description of your medical needs.
With your consent, we may share that description by email with one or more independent
healthcare providers, physicians, hospital departments, or office administrators solely to

inquire about general availability.
e Ifaprovider responds, we may facilitate an introductory email.

After introduction, all further communication occurs directly between you and the provider.

We do not supervise, manage, or participate in medical care.

5. Information Sharing

We may share limited information with:

A. Service Providers

Vendors assisting with platform operations, including:

Hosting providers
Payment processors
Email service providers
Analytics providers



These vendors are contractually obligated to safeguard data.

B. Legal Compliance
If required by:

e Law

e Court order

e Subpoena

e (Government request

C. Business Transfers

In connection with a merger, acquisition, restructuring, or sale of assets.

We do not sell, rent, or trade personal information.

6. Data Retention

We retain personal information only as long as reasonably necessary to:

Provide Services

Fulfill contractual obligations
Comply with legal requirements
Resolve disputes

We may retain anonymized or aggregated data for analytics and operational purposes.



7. Data Security

We implement reasonable administrative, technical, and physical safeguards.

However:

No transmission over the internet or electronic storage method is completely secure. We cannot
guarantee absolute security.

Users are responsible for maintaining the confidentiality of login credentials and securing their
own devices.

8. Your Privacy Rights

Depending on applicable privacy laws in your place of residence (for example, California, the
European Union, or the United Kingdom), you may have certain rights regarding your personal
information.

These rights may include:

The right to access personal information we hold about you

The right to request correction of inaccurate information

The right to request deletion of your personal information

The right to restrict or object to our processing of your personal information for certain
purposes

e The right to request a copy of your personal information in a portable format

For purposes of this section, “processing” means collecting, storing, using, or sharing personal
information as described in this Privacy Policy.



To exercise applicable rights, contact:

info@myabroadmds.com

We may verify your identity before responding.

9. California Privacy Rights (CCPA/CPRA)

If you are a California resident, you may have the right to:

Know what personal information we collect

Request deletion

Correct inaccurate data

Opt out of the sale of personal information (we do not sell data)
Non-discrimination for exercising privacy rights

Requests may be submitted to:

info@myabroadmds.com

10. International Users (GDPR Notice)

If you are located in the European Economic Area, United Kingdom, or Switzerland:

Our lawful bases for processing include:

e Performance of a contract
e Legitimate business interests
e Legal compliance



e Consent (where applicable)

We may transfer data to the United States. Where required, we implement appropriate safeguards
such as Standard Contractual Clauses.

11. Children’s Privacy

Our Services are not directed to children under 13.

We do not knowingly collect personal information from children under 13. If we become aware
such information has been collected, we will delete it.

12. Third-Party Links

Our Services may contain links to third-party websites.

We are not responsible for third-party privacy practices. Users should review those policies
independently.

13. Data Breach Notification

In the event of a data breach affecting personal information, we will comply with applicable
notification laws.



14. Limitation of Liability Related to Data

While we use reasonable safeguards, we do not guarantee that data will be free from
unauthorized access.

To the fullest extent permitted by law, MyAbroadMDs disclaims liability for damages resulting
from security breaches beyond our reasonable control.

15. Changes to This Policy

We may update this Privacy Policy periodically.

The updated version will include a revised “Last Updated” date. Continued use of the Services
constitutes acceptance of changes.

16. Contact Information

MyAbroadMDs, LLC
211 East 43rd Street
7th Floor Mailbox

New York, NY 10017

Email: info@myabroadmds.com

Phone: 917-960-9543






